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Resources in Wireless 
• Spectrum 

• Energy

• Infrastructure

• Data 

• Computational  
Power

• Channel Info…

E. Jorswieck, L. Badia, T. Fahldieck, E. Karipidis and J. Luo,  
"Spectrum sharing improves the network efficiency for cellular operators,"  

in IEEE Communications Magazine, vol. 52, no. 3, pp. 129-136, March 2014.



Heterogeneous Services

E. Björnson, E. Jorswieck, M. Debbah, B. Ottersten, "Multi-Objective Signal 
Processing Optimization: The Way to Balance Conflicting Metrics in 5G Systems", 

IEEE Signal Processing Magazine, vol. 31, no. 6, pp. 14-23, Nov. 2014. 

•  Conflicting performance metrics/requirements: !

•  Data rate / throughput!

•  Delay / latency !

•  Energy efficiency!

•  Security !

•  Multi-Objective Programming (MOP) problem!



Energy-Efficiency
• The number of connected nodes will reach 50 billion by 2020 

and that the energy demand will soon become unmanageable. 

• Bit-per-Joule energy efficiency, defined as the amount of bits 
which can be reliably transmitted per Joule of consumed energy.  

• Extensively studied for peaceful systems. 
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network?” IEEE Wireless Communications, vol. 18, no. 5, pp. 40–49, Oct. 2011. 
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Fractional Programming Theory". Foundations and Trends in Communications 

and Information Theory, vol. 11, no. 3-4, June 2015, pp. 185-396.  



Energy-Efficiency

A. Zappone and E. Jorswieck, "Energy Efficiency in Wireless Networks via 
Fractional Programming Theory". Foundations and Trends in Communications 

and Information Theory, vol. 11, no. 3-4, June 2015, pp. 185-396.  

EE =
f(�(p))

↵p+ PcIn line with the 
physical meaning of 
efficiency, the energy 
efficiency is defined 
as the system 
benefit-cost ratio in 
terms of amount of 
data reliably 
transmitted over the 
energy that is 
required to do so.



Energy-efficiency of a network
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•  Global Energy-efficiency!

•  Weighted arithmetic mean !

•  Weighted geometric mean !

•  Weighted minimum EE !

Observation:!
always ratios!
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•  Global Energy-efficiency!

•  Weighted arithmetic mean !

•  Weighted geometric mean !

•  Weighted minimum EE !

Observation:!
always ratios!

Fractional 
Programming!



Single ratio: concave fractional problems

C. Isheden, Z. Chong, E. Jorswieck, G. Fettweis, "Framework for Link-Level Energy 
Efficiency Optimization with Informed Transmitter", IEEE Trans. on Wireless 

Communications, vol. 11, no. 8, pp. 2946-2957, Aug. 2012.  

• The objective is pseudo-concave. 

• A local maximum is also a global maximum and 
KKT conditions are necessary and sufficient. 



Parametric approach: Dinkelbach's algorithm

W. Dinkelbach, „On nonlinear fractional programming,"  
Management Science, vol. 13, no. 7, pp. 492 - 498, March 1967 

• This method allows to solve a 
CFP by converting it into a 
sequence of convex 
problems 

• Solving a CFP is equivalent to 
finding the zero of the  
function         . 

• Superlinear convergence 
(Newton update) 



Physical Layer Security 

E. Jorswieck, A. Wolf, and S. Gerbracht, “Secrecy on the Physical Layer in Wireless 
Networks“, in Telecommunications, In-Tech Publishers, 2010. 

• Traditional cryptographic approaches for authentication, secret key 
generation, and confidentiality do not scale with the number of 
nodes communicating.  

• Physical Layer Security introduced about 40 years ago does provide 
new security primitives to be combined with cryptographic blocks  

• Characterization of secrecy capacity (or achievable secrecy rate) 
for wiretap channels is fundamental.  
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Trans. Inform. Theory, vol. 24, no. 3, pp. 339–348, 1978.  

(3) A. D. Wyner, “The wiretap channel,” Bell Syst. Tech. J., vol. 54, pp. 1355–1387, 
1975.



Channel Uncertainty

E. Jorswieck, S. Tomasin, A. Sezgin, "Broadcasting into the Uncertainty: 
Authentication and Confidentiality by Physical Layer Processing",  
Proceedings of IEEE, vol. 103, no. 10, pp. 1702-1724, Oct. 2015. 

• Challenge in providing information theoretic security 
is the uncertainty associated with the parameters 
of the attacker. 

• Statistical (imperfect CSIT) and deterministic 
(compound and arbitrarily varying) models exist.

(1) W. Trappe, "The challenges facing physical layer security," in IEEE Communications 
Magazine, vol. 53, no. 6, pp. 16-20, June 2015.  

(2) M. Bloch, J. Barros, M. Rodrigues, and S. McLaughlin, “Wireless information-theoretic 
security,” IEEE Trans. Inform. Theory, vol. 54, no. 6, pp. 2515–2534, June 2008.  

(3) Z. Li, R. Yates, and W. Trappe, “Achieving secret communication for fast Rayleigh fading 
channels,” IEEE Trans. Wireless Commun., vol. 9, no. 9, pp. 2792 – 2799, Sep. 2010.



Artificial Noise
•  A promising approach for statistical CSI scenarios is to inject 

AN into the channel, in order to further degrade the 
eavesdropper’s reception on top of the secrecy coding. 

• Effective way of enhancing the secrecy of the 
communication. However, no energy efficiency analysis yet. 
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Tradeoff Energy Secrecy
• Secrecy-energy trade-off in single-antenna, single-carrier Gaussian 

wiretap channels is studied in terms of actual communication rate and 
consumed energy.  

• Information-theoretic analysis of secret communications per 
transmission cost. 

• Ratio between the secrecy outage rate and the consumed power 
analyzed for multiple-antenna systems.
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Secure Energy Efficiency
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Contribution
• With statistical CSIT (Gaussian spatially white distribution) to Eve and 

perfect CSIT to Bob, SEE maximization problem, with using of AN. 

• Fractional, non-convex problem, tackled by  combination of 
fractional programming and sequential optimization theory. 

• Extensions: both channels statistically known or Eve channel is 
spatially correlated.  

• Complexity analysis of the SEE problem.  
Is the higher complexity of AN worth it? 

15
A. Zappone, P.-H. Lin, E. Jorswieck, „Energy Efficiency of Confidential Multi-
Antenna Systems with Artificial Noise and Statistical CSI“, IEEE Journal of 

Selected Topics of Signal Processing, vol. 10, no. 8, pp. 1462-1477, Dec. 2016



Channel Model

• MISO channels with AWGN  

• AN is used  

• Resulting transmit covariance matrices

16

yb = h

H
x+ zb,

ye = g

H
x+ ze,

x = u+ v

Q = QU +QV



Problem Statement

• The objective is a fractional function, and therefore 
we will resort to fractional programming theory. 

• Standard fractional programming does not work 
because numerator is not concave. 
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 SEE maximization with uncorrelated g

• Characterization of optimal directions (eigenvectors) 
of both transmit covariance matrices.  

• The remaining programming problem is easier but still 
with non-concave numerator. Thus we use sequential 
optimization. 
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Sequential Programming
• Instead of solving the difficult master problem, solve a sequence 

of easier problems.  

• Consider a problem P with objective f  and a sequence of 
approximate problems Pl  with objectives fl  such that the following 
properties hold 

• Then solving the sequence of problems, the value will converge 
and if the optimization variables converges, too, then to a 
point fulfilling the KKT conditions.
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Technical Details
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Iterative Algorithm
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Iterative Algorithm
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Numerical Setup
• Constant Power Pc=1 W, efficiency 

• Three antennas, uncorrelated channels  h and g

• Path-loss model with decay factor 3.5 and distances 
randomly generated [100,1000] m.  

• Noise power is product of 10 dB receive noise figure, 
noise density -174 dBm/Hz and bandwidth W = 180 
kHz (typical LTE values). 

• Averaging over 1000 channel realizations. 
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Numerical Illustration
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Numerical Illustration
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Energy and Complexity
• Take timing and energy consumption into account 

• Energy consumed during digital signal processing 

• Number of operations for executing the Algorithm

25
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Energy and Complexity
• Take timing and energy consumption into account 

• Energy consumed during digital signal processing 

• Number of operations for executing the Algorithm

25

with AN 
without AN

Current drawn by the 
processor during algorithm 

execution
Number of flops 

required to execute 
the algorithm

processor 
cycle time

processor 
supply voltage



Is AN worth it?
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Conclusions  
SEE Optimization

• Programming problems for secrecy rate 
maximization for different types of CSIT with AN.  

• Combination of fractional programming with 
sequential programming results in local optimum.  

• Gain of AN depends on the implementation of 
iterative algorithm and the energy consumption 
per operation. 
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From Spectrum Sharing 
to Service Trading 



Spectrum Sharing Revisited
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Resource Sharing Revisited

30
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System Level Simulations using ns-3“, Master Thesis, TU Dresden, 16.01.2017
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System Level Results
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Google Project Fi

Hardin, G (1968). "The Tragedy of the Commons". Science. 162 (3859): 1243–1248

https://fi.google.com/about/

The tragedy of the commons is an economic theory of a situation within a 
shared-resource system where individual users acting independently 

according to their own self-interest behave contrary to the common good of 
all users by depleting that resource through their collective action.

https://en.wikipedia.org/wiki/
Tragedy_of_the_commons

https://en.wikipedia.org/wiki/Tragedy_of_the_commons
https://en.wikipedia.org/wiki/Tragedy_of_the_commons
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Overall Conclusions

34

• Resource allocation in heterogeneous interference 
networks for 5G and beyond includes  

• Resource sharing between different networks or 
operators  

• Multi-objective programming to trade off conflicting 
metrics, e.g., throughput, secrecy, and latency 

• The sharing gains are realised on network layer while 
the interference/leakage is observed at physical layer 



Ongoing and Future Work

35

• Implementation of service trading on the ns3 platform (algorithm 
design and analysis) 

• Connect energy efficiency analysis and optimisation with 
resource trading algorithm  

• Apply to real measured (big) data obtained from deployed 
cellular network and verify gains (throughput and latency) 

• Include physical layer security in the resource trading algorithms  

• Demonstrate physical layer security strategies on demonstrators 
and verify feasibility  

• Embed the developed algorithm into network slicing 


